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Abstract: Data centers must sustain high service availability while permitting frequent preventive, corrective, and
emergency maintenance on power, cooling, fire-protection, and supporting infrastructure. A Work Permit (WP)
provides formal authorization and communicates task hazards and controls, but authorization at one point in time
does not by itself ensure that the work remains operationally compatible as plant conditions, alarms, redundancy,
concurrent activities, or business priorities change. This paper develops the Operational Maintenance Governance
Framework (OMGF), a conceptual artifact that integrates operational awareness into the WP lifecycle. The study
follows Design Science Research and combines problem identification, objective definition, artifact design,
demonstration, and scenario-based evaluation. OMGF comprises operational context, compatibility assessment,
trigger detection, reassessment, governance criteria, authorized decision rights, and traceable outcomes. Its decision
set includes continue, pause, suspend, resume, and terminate. Three representative scenarios - loss of redundancy,
a critical alarm, and a concurrent-maintenance conflict - demonstrate how the framework structures decisions
without replacing risk assessment, toolbox talks, isolation management, lockout/tagout, or existing safety controls.
The paper contributes a governance-oriented distinction between occupational safety authorization and continuing
operational compatibility. The evaluation is conceptual rather than empirical; therefore, the framework should be
treated as a testable design proposition for future field implementation and comparative validation.

Keywords: data center; maintenance governance; Work Permit; operational awareness; situation awareness;
operational compatibility; Design Science Research.

1. INTRODUCTION

Data centers are socio-technical facilities in which digital services depend on tightly coupled electrical, mechanical, control,
fire-protection, network, and computing systems. Reliability is shaped not only by component design but also by
maintenance quality, operating discipline, coordination, and the ability of personnel to recognize and respond to changing
conditions. Industry outage analyses repeatedly associate a substantial share of serious disruptions with human error,
inadequate processes, or failure to follow procedures [1]-[3]. These findings make maintenance governance a central
resilience concern rather than a purely administrative activity.

Maintenance is unavoidable. Batteries, switchgear, generators, uninterruptible power supplies, cooling equipment, controls,
and safety systems require inspection, testing, repair, replacement, and periodic proof of functionality. Yet each intervention
can alter redundancy, expose latent dependencies, create temporary configurations, or interact with unrelated work. A task
that was acceptable at authorization may become incompatible with the current operating state after execution begins. The
core governance problem is therefore temporal: authorization is discrete, whereas operational risk evolves continuously.

Work Permit systems are established mechanisms for defining the work, location, timing, responsible parties, hazards,
precautions, and authorization conditions. Permit systems can improve communication and coordination, and computerized
implementations can enhance traceability and de-confliction [4], [5]. Nevertheless, the existence of more forms or
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procedures does not guarantee better control. Recent research on permit-to-work practice emphasizes that procedural
burden, organizational conditions, communication quality, and the gap between prescribed and actual work can undermine
effectiveness [6], [7].

Situation awareness research provides a useful theoretical lens for this problem. Endsley defines situation awareness through
perception of relevant elements, comprehension of their meaning, and projection of their near-term status [8]. In a data
center, this translates into awareness of active alarms, system topology, remaining redundancy, maintenance interactions,
environmental conditions, and service priorities. However, awareness alone is insufficient unless it is connected to authority,
criteria, reassessment, and a documented decision.

This paper proposes the Operational Maintenance Governance Framework (OMGF). OMGF does not replace the WP or
occupational safety controls. Instead, it adds a continuous operational governance layer across the WP lifecycle. The
framework asks whether authorized work remains compatible with the current operating state, identifies changes that require
reassessment, and defines a bounded set of governance outcomes. The research question is: How can operational awareness
be systematically integrated into maintenance governance throughout the Work Permit lifecycle in data centers?

The contribution is a conceptual design artifact and an associated vocabulary for operational maintenance governance. The
artifact is evaluated through representative scenarios rather than field experiments. Accordingly, the claims concern
conceptual utility, internal coherence, and explanatory coverage, not measured reductions in incidents or downtime.

2. BACKGROUND AND RELATED LITERATURE
2.1 Data Center Reliability and Maintenance

Data center reliability studies commonly model availability through the reliability of power, cooling, computing, storage,
and network subsystems [9]-[12]. Condition-based and predictive maintenance research seeks to improve intervention
timing by using equipment condition and failure information [10], [13]. These approaches are valuable for deciding what
may require maintenance and when, but they do not fully address the governance of an already-authorized activity under
changing operational conditions.

System-level maintenance is more complex than component-level maintenance because interventions can interact and
because the system may operate in temporary or degraded configurations. Miller and Dubrawski argue that system-level
predictive maintenance must account for coupling among assets and active maintenance programs [13]. This observation is
directly relevant to data centers: maintenance on one subsystem can consume redundancy needed to tolerate a fault
elsewhere. Operational compatibility therefore depends on the combined state of the facility, not only the condition of the
maintained asset.

2.2 Work Permit and Control-of-Work Practices

A permit-to-work is a formal control-of-work mechanism used for maintenance and other non-routine or hazardous
activities. It communicates what is to be done, by whom, where, when, under which isolations and precautions, and with
whose authorization. Iliffe, Chung, and Kletz observed that computerized permit systems can improve flexibility and
support conflict checks, while also warning that system design must reflect real operating practice [4]. Studies of
maintenance safety also associate effective permit systems and communication with reduced risk [5], [7].

The WP should not be treated as a substitute for risk assessment, isolation management, lockout/tagout, method statements,
competency controls, or toolbox talks. Rather, it is one coordinating element within a broader safe system of work. OMGF
follows this principle and deliberately avoids merging all safety processes into one artifact. Its purpose is narrower: to
govern the continuing operational acceptability of work that has already passed the applicable safety and authorization
gates.

2.3 Situation Awareness and Dynamic Decision-Making

Endsley's three-level model distinguishes perception, comprehension, and projection [8]. The model has been applied across
dynamic domains in which operators must understand changing systems and anticipate consequences. For maintenance
governance, perception includes detection of alarms, configuration changes, and concurrent work; comprehension includes
understanding the effect on redundancy and dependencies; projection includes anticipating whether continued work could
increase exposure or constrain response options.
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Operational awareness in this paper is an organizational capability rather than an individual cognitive score. It is produced
through monitoring systems, shift communication, work coordination, system knowledge, and explicit decision rights. This
adaptation is consistent with the use of situation awareness as a foundation for team and system performance, while avoiding
the claim that OMGF directly measures individual awareness.

2.4 Design Science Research

Design Science Research (DSR) develops and evaluates artifacts intended to solve relevant organizational problems. Hevner
et al. position design science around the construction and application of purposeful artifacts, with rigor drawn from the
knowledge base and relevance drawn from the application environment [14]. Peffers et al. provide a process comprising
problem identification, objectives, design and development, demonstration, evaluation, and communication [15]. OMGF is
treated as a conceptual method and governance model within this tradition.

2.5 Research Gap

The reviewed streams address data center reliability, maintenance optimization, Work Permit administration, human and
organizational factors, and situation awareness. Their intersection remains underdeveloped. Reliability models typically
emphasize equipment and architecture; permit literature emphasizes authorization and safety control; situation awareness
explains dynamic understanding but not a specific maintenance governance process. Limited attention has been given to a
lifecycle framework that connects operational awareness to trigger-based reassessment and explicit governance decisions
during maintenance execution in data centers.

The gap is not the absence of operational monitoring or permit control in practice. Many organizations already perform
both. The gap is the lack of a clearly articulated, organization-independent framework that explains how monitoring
information should enter the WP lifecycle, when reassessment becomes mandatory, what criteria should be reviewed, who
is authorized to decide, and how the decision should be recorded.

3. RESEARCH METHODOLOGY
3.1 Research Design

The research adopts DSR because the objective is to design a useful governance artifact rather than test a causal theory. The
artifact is a framework composed of concepts, process steps, governance states, criteria, roles, and decision outcomes. The
study is conceptual and does not use proprietary operational data, human-subject interviews, incident records, or statistical
testing.

The DSR process used in this paper follows five consolidated stages: (1) problem identification, (2) objective definition,
(3) artifact design, (4) demonstration, and (5) evaluation. Communication is represented by the manuscript itself. The
consolidation is consistent with the Hevner and Peffers traditions [14], [15].

3.2 Problem Identification and Objectives

The problem is the mismatch between a point-in-time authorization mechanism and a continuously changing operational
environment. The artifact objectives are to: (a) preserve the role of existing WP and safety controls; (b) make operational
compatibility explicit; (c) define observable trigger categories; (d) require structured reassessment when relevant conditions
change; (e) establish bounded decision outcomes; and (f) support traceability without prescribing a particular software
platform.

3.3 Artifact Design Inputs

The design inputs were derived from the literature and from generic characteristics of data center operations: high
availability requirements, interconnected infrastructure, temporary loss of redundancy during maintenance, simultaneous
internal and contractor activities, continuous monitoring, and formal permit issuance and closure. No site-specific WP
examples or fixed technical thresholds are included because equipment topology, operating limits, escalation paths, and risk
tolerance vary among facilities.

3.4 Evaluation Strategy

Evaluation is scenario based. Representative situations are used to test whether OMGF identifies the relevant information,
prompts reassessment, supports a defensible outcome, and preserves separation from safety authorization. This method is
suitable for an early conceptual artifact but provides weaker evidence than field implementation. The evaluation criteria are
completeness, internal consistency, decision traceability, adaptability, and non-interference with existing safety controls.
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4. OPERATIONAL MAINTENANCE GOVERNANCE FRAMEWORK (OMGF)
4.1 Design Principles

OMGF is guided by six principles: lifecycle governance, operational compatibility, trigger-based reassessment, authorized
decision rights, proportionality, and traceability. Lifecycle governance means that approval is not the final governance
event. Operational compatibility means that work must remain consistent with the facility's current ability to support
services and respond to faults. Trigger-based reassessment avoids both unmanaged drift and constant unnecessary
reapproval. Authorized decision rights prevent informal continuation under materially changed conditions. Proportionality
means that responses should match the significance of the change. Traceability requires the rationale, decision, time, and
authority to be recorded.

) - )
Operational Context Governance Mechanism Governance Outcomes
- infrastructure state - compatibility check - continue
- alarms and incidents ——p - trigger detection - pause
- concurrent work - reassessment - suspend
- service priority - decision authority - resume / terminate
— - . —’ . -

Operational Maintenance Governance Framework (OMGF)

Continuous operational awareness surrounds the Work Permit lifecycle

Request -> Review -> Authorize -> Execute -> Reassess -> Close

Figure 1. Conceptual architecture of the Operational Maintenance Governance Framework.

4.2 Core Constructs

Operational awareness is the maintained understanding of current infrastructure state, alarms, active incidents, redundancy,
dependencies, concurrent work, environmental conditions, and service priorities relevant to the maintenance activity.

Operational compatibility is the condition in which the maintenance activity, its temporary configuration, and its remaining
duration are acceptable relative to the current operational state and the organization's authorized risk tolerance.

An operational trigger is a detected change that may invalidate assumptions used when the WP was authorized or last
reassessed. A trigger does not automatically mean that work must stop; it means that a governance check is required at the
level defined by local procedures.

Operational reassessment is the structured review of the trigger's impact on the task, facility state, controls, dependencies,
restoration options, and service exposure. Reassessment may be rapid or formal depending on significance.

A governance decision is the authorized and recorded determination to continue, pause, suspend, resume, or terminate the
maintenance activity.
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Table 1. OMGF core constructs

Construct Question answered Typical evidence
BMS/DCIM alarms,
switching state, work
register, incident status
Redundancy, dependencies,
controls, service priority
Alarm, configuration

change, overlapping work,

Output

Operational awareness What is happening now? Current operational picture

Is the work still
acceptable?

Compatible / conditionally

Operational compatibility compatible / incompatible

rational trigger What changed? - R ment requirement
Operational trigge at changed delay, weather or utility eassessment requireme
event
Impact, duration,
. What does the change . . . .
Operational reassessment mean? restoration capability, Decision recommendation

escalation input
Defined authority and
recorded rationale

Continue, pause, suspend,

What is authorized next? :
resume, terminate

Governance decision

4.3 Lifecycle Integration

Before authorization, OMGF requires the operational assumptions that support the WP to be visible: expected redundancy,
planned isolations, known concurrent work, affected services, restoration time, and escalation route. At the start of work,
the responsible operational authority verifies that assumptions remain valid. During execution, monitoring and coordination
identify relevant triggers. At pause or suspension, the asset and work area must be left in a defined condition. At resumption,
compatibility is re-established rather than assumed. At closure, restoration, alarm status, housekeeping, documentation, and
return-to-service conditions are confirmed.

This integration does not require a digital platform, although digital systems can automate time stamps, notifications,
conflict checks, and links to BMS, DCIM, computerized maintenance management systems, and electronic WP records.
The governance logic remains applicable to paper-based permits where decisions are captured through controlled
annotations or linked records.

4.4 Operational Trigger Categories

Trigger categories should be defined locally and connected to escalation thresholds. Illustrative categories include loss or
reduction of infrastructure redundancy; new critical or repeated alarms; failure of a control or monitoring channel; a utility
disturbance; emergency response activation; an unexpected change in task scope or duration; an isolation deviation;
discovery of an undocumented dependency; concurrent work affecting the same system or backup path; environmental
excursions; unavailability of competent personnel; and a change in business or service priority.

Triggers should be observable and actionable. Vague statements such as ‘conditions changed' are difficult to govern. A
useful trigger specifies the event, the affected system, the assumed condition that may no longer hold, and the required
notification or reassessment level.

Table 2. lllustrative operational triggers.

Trigger category Illustrative event Assumption challenged Initial action

Standby unit becomes Remaining fault tolerance Pause and reassess
Redundancy : . -

unavailable is sufficient exposure
Alarm/incident Critical alarm on related Operating state is stable Notl_fy aut_horlty, assess

system relationship

Concurrent work

Second activity affects
common dependency

Activities are independent

De-conflict and reassess

Scope/duration

Work extends beyond
approved window

Exposure time and
resources remain
acceptable

Review controls and
authorization

Isolation/configuration

Unexpected valve, breaker,
or control state

Approved configuration is
accurate

Stop affected step and
verify

Business priority

Service enters heightened
criticality

Planned risk tolerance
remains valid

Escalate decision authority
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5. GOVERNANCE PROCESS, STATES, AND DECISION LOGIC

Operational Governance States

WP authorized

. J
> . 4

Maintenance active

\_ J
= * 3
Operational trigger detected
\ J
; ¥ J
Reassessment required
\_ )
'S * )

Continue / Pause /

Governance decision »| Suspend / Resume /
Terminate
; ¢ S
Work closed
\ J

Figure 2. Operational governance states associated with an active Work Permit.
5.1 Governance States

The state model begins with an authorized WP and transitions to operationally active when work starts. A relevant trigger
moves the activity to reassessment required. A governance decision then determines whether the work returns to active
status, remains paused, enters suspension, is resumed after conditions recover, or is terminated and made safe. Closure is
permitted only after the work and the facility configuration have been verified.

Pause and suspend are intentionally distinct. A pause is a short, controlled interruption in which work remains under
immediate supervision and the expected path to continuation is clear. A suspension is a formal cessation requiring the task
and equipment to be secured and requiring explicit reauthorization or equivalent approval before resumption. Local
procedures may use different terms, but the conceptual distinction should be preserved.

OMGF Governance Decision Logic

1 2 3 4 5
Detect Assess Test operational Review governance Issue and record
change impact compatibility criteria decision

Decision evidence: redundancy, concurrent work, active incidents, service priority, control effectiveness

Figure 3. Structured governance decision logic.
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5.2 Decision Logic

Decision logic begins with detection and confirmation of the change. The authorized operational authority then assesses
direct and indirect impact, including affected dependencies and the consequences of another failure during the maintenance
window. Operational compatibility is tested against current criteria rather than the original permit assumptions. Relevant
stakeholders are consulted when the decision exceeds the authority or knowledge of one role. The outcome and rationale
are recorded, communicated to the work party, and reflected in the WP status.

OMGF does not prescribe a universal numerical score. A score can create false precision when thresholds differ across
facilities. Instead, the framework uses structured criteria and explicit decision rights. Organizations may later operationalize
the criteria through qualitative categories, checklists, risk matrices, or digital rules, provided that local thresholds are
validated and governance responsibility remains clear.

5.3 Hlustrative Governance Criteria

Governance criteria include the availability of intended and backup infrastructure; active alarms and incidents; effect on
service availability; concurrent work and common-mode dependencies; effectiveness of compensating controls; ability and
time to restore the system; competence and availability of responders; environmental and utility conditions; approved scope
and duration; and current operational priority. These criteria are illustrative, not universal technical limits.

Table 3. OMGF governance outcomes.

Outcome Meaning Typical condition Authority Record
Work proceeds under | Change is understood and . . .
. - . - . Defined operational Rationale and any
Continue existing or clarified compatibility remains : L
authority conditions
controls acceptable
Short controlled Inform_atlon 1S |r_1(;omplete_ or Supervisor/operational | Time, reason, next
Pause interruntion a transient condition requires authorit review
P confirmation y
Formal cessation and Com_patlblllty cannot b(_a Authorized Configuration,
Suspend confirmed or exposure is . . controls, restart
secure state operational authority ..
unacceptable conditions
Restart _af_tgr . Trigger cleared and required | Authorized Verification and
Resume compatibility is . .
restored approvals completed operational authority approval
Work is ended and Scope no longer justified or - . Termination
. . . Specified senior .
Terminate recovery/closure safe/compatible completion . rationale and
L ; : authority .
initiated is not feasible recovery actions

5.4 Roles and Accountability

The framework uses the role-neutral term Authorized Operational Authority (AOA) for the person or function empowered
to decide the operational status of the work. The AOA may be a shift manager, facilities operations lead, control-room
authority, or another formally designated role. The work-performing authority remains responsible for task execution and
technical controls. Safety, engineering, incident management, and business stakeholders provide input according to local
escalation rules.

Accountability requires separation between requesting work, performing work, and authorizing its operational status where
practicable. The AOA must have access to current operating information and the authority to stop or suspend work.
Contractors must receive the decision through an unambiguous communication channel, and disagreement must escalate
rather than default to continuation.

6. SCENARIO-BASED EVALUATION
6.1 Evaluation Criteria

Each scenario is assessed against five questions: Does the framework detect a material change? Does it identify the
operational assumption at risk? Does it require appropriate reassessment? Does it support a proportionate, traceable
decision? Does it remain separate from occupational safety authorization? A satisfactory conceptual result requires
affirmative answers to all five questions.
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6.2 Scenario 1: Loss of Infrastructure Redundancy

A planned maintenance activity is underway on one element of a redundant cooling or power arrangement. A separate
standby element becomes unavailable due to an alarm or fault. The original WP assumed that sufficient backup capacity
would remain throughout the task. The new event is a redundancy trigger because it invalidates a central operational
assumption.

OMGF moves the work to reassessment required. The AOA reviews current load, remaining capacity, fault tolerance,
restoration time, the state of the maintained equipment, and the consequences of stopping at the current step. If continued
work would leave the service without acceptable resilience, the appropriate outcome is suspension, not automatic
continuation. The work party secures the task, the configuration is recorded, and resumption conditions are defined. The
scenario demonstrates detection, assumption traceability, structured reassessment, and an explicit governance decision.

6.3 Scenario 2: Critical Alarm During Unrelated Maintenance

A critical alarm occurs while maintenance is active, but initial analysis indicates that the alarm is on an independent system
and does not reduce the redundancy, controls, or emergency response capability relevant to the work. The alarm is still a
trigger because its relationship to the task must be established rather than assumed.

The AOA assesses dependency, incident severity, resource competition, and the possibility that the maintenance could
complicate diagnosis or recovery. If independence is confirmed and adequate response resources remain available, the
decision may be continue with conditions, such as increased monitoring or a shorter reassessment interval. This scenario
shows that OMGF is not a blanket stop-work rule. It supports proportionate continuation when evidence demonstrates
operational compatibility.

6.4 Scenario 3: Concurrent Maintenance Conflict

A second maintenance request is authorized or begins on a system that shares a common backup path, control dependency,
or physical area with the active work. Individually, each task may be acceptable; together, they may create a common-mode
exposure. The conflict is an operational trigger and a coordination failure if not detected before execution.

OMGF requires the combined configuration to be assessed. The likely immediate outcome is pause while dependencies and
sequencing are confirmed. One activity may then continue while the other is deferred, or both may be rescheduled. The
decision record identifies the shared dependency and establishes a revised sequence. The scenario demonstrates the value
of lifecycle de-confliction rather than relying only on a pre-authorization conflict check.

6.5 Evaluation Summary

Across the three scenarios, OMGF distinguishes trigger detection from decision outcome. Loss of redundancy leads to
suspension when compatibility is unacceptable; an unrelated alarm can permit conditional continuation; and a concurrent-
work conflict can require a temporary pause and resequencing. The same process produces different outcomes because the
decision is based on operational meaning rather than the mere existence of an event.

Table 4. Scenario-based conceptual evaluation.

. . Assumption at Reassessment Illustrative Conceptual
Scenario Trigger .
risk focus outcome result
Capacity,
Loss of Backup element | Fault tolerance b y o -
. . . restoration, second- | Suspend Criteria satisfied
redundancy unavailable remains available
fault exposure
Operational
P . Dependency, . .
. . stability and . Continue with o -
Critical alarm New major alarm incident response, - Criteria satisfied
resource o conditions
S monitoring
availability
. - Common mode,
Overlapping Activities are . Pause and de- I -
Concurrent work . sequencing, area . Criteria satisfied
dependency independent conflict
control
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7. DISCUSSION
7.1 Interpretation

The central implication is that maintenance governance should be treated as a continuous control loop rather than a single
approval. The WP remains the formal authorization artifact, but its operational basis must remain valid. OMGF makes this
basis explicit by connecting awareness, compatibility, triggers, reassessment, authority, and outcomes.

The framework also clarifies a frequently blurred boundary. Occupational safety authorization asks whether the task hazards
and controls are acceptable for people and equipment. Operational compatibility asks whether the facility can tolerate the
task in its present configuration and service context. The questions overlap but are not identical. A task can retain valid
personal safety controls while becoming operationally unacceptable because redundancy has been lost elsewhere.
Conversely, an operationally compatible task cannot proceed if required safety controls are invalid. Both gates must be
satisfied.

Unlike conventional Work Permit practices, which primarily focus on verifying safety requirements and granting
authorization before work begins, OMGF extends governance across the entire maintenance lifecycle. The framework
introduces operational compatibility as a continuously evaluated condition rather than a one-time assumption. By combining
operational awareness, trigger detection, structured reassessment, and clearly defined governance outcomes, OMGF
provides a systematic mechanism for adapting maintenance decisions to changing operational conditions while preserving
the independence of existing safety controls.

7.2 Theoretical Contribution

The theoretical contribution is a governance-oriented extension of situation awareness into maintenance control. Situation
awareness explains how relevant states are perceived, understood, and projected [8]. OMGF adds organizational
mechanisms that convert this understanding into action: trigger definitions, compatibility criteria, decision authority, state
transitions, and traceable outcomes. The framework therefore links a cognitive and systems concept to a lifecycle
governance process.

A second contribution is the construct of operational compatibility. Reliability and maintenance research often focus on
equipment condition and failure probability, while WP research focuses on authorization and hazard control. Operational
compatibility occupies the decision space between them: whether the currently authorized intervention remains acceptable
in the total operating context.

7.3 Practical Implications

For practitioners, OMGF can be implemented initially through procedure changes rather than new software. Organizations
can define trigger categories, identify the AOA, add a reassessment section to the WP, clarify pause and suspension states,
and require resumption approval. Digital integration can follow where useful. BMS and DCIM alarms can generate
notifications; the maintenance system can provide asset and work history; the WP platform can display active dependencies;
and the operational log can retain the decision record.

The framework may improve consistency, transparency, and coordination, but these are expected outcomes rather than
measured findings. Poor implementation could instead increase administrative burden. The design should therefore be
proportional: only changes with potential operational relevance should force formal reassessment, and local procedures
should distinguish rapid checks from major escalations.

7.4 Relationship to Existing Processes

OMGF complements risk assessment, method statements, toolbox talks, isolation management, lockout/tagout, change
management, incident management, and emergency procedures. It does not merge these into a single document or assign
their technical responsibilities to operations. Its role is to ensure that information from these processes and from live
operations can alter the governance status of an active WP when necessary.

8. IMPLEMENTATION GUIDANCE
8.1 Minimum Viable Implementation

A minimum implementation can use five additions to existing practice: a documented statement of operational assumptions
at authorization; a local trigger list; a named AOA for each shift or activity; a small set of defined outcomes; and a
reassessment record linked to the WP. Training should use realistic scenarios and should emphasize that raising a trigger is
not an admission of error but a normal governance action.
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8.2 Digital Enablement

A mature digital implementation could integrate WP, computerized maintenance management, BMS, DCIM, incident, and
shift-log systems. Useful functions include active-work visualization, dependency tagging, automated conflict warnings,
time-window alerts, alarm-to-permit association, controlled status transitions, mobile acknowledgment, and audit reporting.
Automation should support rather than replace accountable judgment. False alarms, missing dependency data, and excessive
notifications can weaken trust and must be governed.

8.3 Suggested Performance Measures

Future implementations can track the number and type of triggers, time from trigger to decision, proportion of pauses and
suspensions, unauthorized continuation events, repeat triggers, resumption quality, permit extensions, maintenance-related
incidents, audit completeness, and user-reported decision clarity. Outcome measures such as downtime and incidents require
careful interpretation because low event frequency and changing workload can obscure causality. Leading indicators may
be more useful during early deployment.

9. LIMITATIONS AND FUTURE RESEARCH

The framework is conceptual and has not been empirically validated in an operating data center. The scenarios demonstrate
internal logic but cannot establish effectiveness, usability, or causal impact. The literature base spans data centers, permit
systems, maintenance, and situation awareness, but direct peer-reviewed research at their intersection is limited. The paper
deliberately avoids universal thresholds and detailed site examples, which improves transferability but reduces prescriptive
specificity.

Future research should conduct expert evaluation, field case studies, and comparative pilots across multiple data centers.
Studies should examine decision quality, workload, false-trigger rates, permit delays, contractor acceptance, and
maintenance-related events before and after implementation. Further work can formalize dependency models, develop
maturity levels, integrate OMGF with digital twins or DCIM data, and test whether rule-based or probabilistic decision
support improves outcomes without displacing human authority.

The framework may also be adapted to other high-availability environments such as healthcare, telecommunications,
airports, utilities, and continuous manufacturing. Cross-industry comparison could identify which constructs are general
and which require domain-specific elaboration.

10. CONCLUSION

This study presented the Operational Maintenance Governance Framework (OMGF), a Design Science Research artifact
developed to integrate operational awareness into the Work Permit lifecycle for data centers. Data center maintenance is
performed in a dynamic environment where the assumptions supporting a Work Permit can change after authorization.

Scenario-based evaluation showed how the same governance process can support suspension after loss of redundancy,
conditional continuation after an unrelated alarm, and pause-and-de-conflict action for concurrent maintenance. OMGF
preserves the independence of risk assessment, toolbox talks, isolation management, lockout/tagout, and other safety
controls. Its contribution is therefore not a replacement WP system but a conceptual governance layer that connects live
operational conditions to maintenance decisions. Empirical validation is required before claims of operational effectiveness
can be made. By distinguishing operational compatibility from conventional safety authorization, OMGF establishes a
conceptual foundation for future operational governance research in high-availability infrastructures.

Expected Outcomes

When appropriately implemented, OMGF is expected to improve decision consistency, make operational assumptions
visible, encourage timely reassessment, strengthen coordination between operations and maintenance, reduce unmanaged
maintenance conflicts, and improve the auditability of continuation or suspension decisions. These outcomes are
propositions for future evaluation and are not presented as experimentally verified results.
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